Project Goal

Disruptions in operation of airports may
result from physical and/or cyber-attacks
and their interconnected systems. Recent
events demonstrate an increase of combined
physical and cyber-attacks. A
comprehensive, yet installation-specific,
approach is needed to secure existing or
future, public or private, connected and
interdependent airport systems. Budgetary
constraints on both public and private
sectors mean that new security solutions
must be more accurate, efficient and cost-
effective, and possibly more automated than
the ones currently available.

Concept and approach

The SATIE overall concept aims at
integrating, harmonizing and enhancing
security management at airports for all
stakeholders. SATIE examines cyber-physical
risk assessment related to critical systems-
of-systems. SATIE also integrates solutions
from the physical and cyber security spheres.

Main project events

Three demonstrations will be conducted at
three different international airports
(Croatia, Greece and Itlay).

SATIE Scenarios

Five representative scenarios for the valida-
tion of the SATIE platform are developer,
prepared and executed.
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Objectives

e |dentify main areas of security
improvements in airports.

e Improve risk assessment methods for
complex attack scenarios.

e Improve cyber and physical threat
correlation, prevention, detection, response
and mitigation on airport assets.

e Carry out operational demonstrations in
real conditions.

e Foster dynamic airport security standards
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