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SATIE scenarios

Scenario | # 1 #2 #3 #4 #5
Systems | Flight Access control Airport Baggage Air traffic
attacked | Information (AC) system Operation Data | handling system | management
Display System Base (AODB), (BHS) (ATM)
(FIDS), Public Information and
Announcement electrical system
(PA) system
Effect Confusion, Unauthorized Communication | Manipulated Ground
evacuation, access to interruption, baggage movement
possible physical |secured areas, false destination conflicts
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Section of the SATIE toolkit

Airport Threat
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Impact Propagation Simulation (IPS)

technology.com/projects/stockbolmzarlandaksom
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model: Agent-Based Model (ABM)
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Hybrid model: Network model

L= SATIE - Airport Network Inspector 0.3
File

(¢ Scenarios
" Systems

" ABM

-Legend-
Scenario 1

Scenario 5

Enter node #

29 Go |

1l |[FIDS - 500 monitors

Node name:

System:

f“FIDS: Flight Information Display System

Scenario: ABM:

1 true

\______________________________________________________|
Incoming edges (influencing the node):

|20:FIDS - Application servers A
|22 :FIDS MAN network --> used for storage resili
lency redundancy

|[27:FIDS - internal firewall infrastructure

AN .TTEAS TREAY - et v

Outgoing edges (influenced by the node):

|44 : Passengers A
[18:FIDS - Windows embedded controller
|19:FIDS - Database server (redundant)

(20: FIDS - Application servers
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Network
model

1) Select node

2) Get name
and system

3) Get
scenario and
potential

interface to
ABM

4) Get details
about
connected
nodes
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Simulation: test case — scenario 1

- Physical Access Control System

. ~
- Flight Information Display System SRR
: 0 Passengers
Public Announcement System
Other
Employees
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Simulation: test case
Work station (PA)
- Initial attack

Impacted assets

- Not impacted assets

Firewall

15min

Distribution switches

Core switches
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Server with DB (PA)
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Simulation: test case

Work station (PA)
- Initial attack

Impacted assets

- Not impacted assets
- Connection to ABM

Firewall
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Simulation: test case
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Server impacted All assets restored
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Server impacted

All assets restored

Number of passengers

. . . 100 Qo
Simulation: results 5 o
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SUMMARY AND OUTLOOK

A 4

A 4

SATIE Toolkit

Network
IPS < > First results
ABM

m Automate the integration of network ANAXQPHZEI> / DEPARTURES s
model and ABM

B Include the complete network and enhance
the airport layout

Define further propagation rules

B Vary the number of passengers and Iy
mitigation options {,z;
Image source: http://www.athensflights.gr/images/departure- . ...
. . . erminal.pdf )
B Validate the IPS in SATIE demonstrations e
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programme under grant agreement No 832969. This output reflects the views only of the author(s), and
the European Union cannot be held responsible for any use which may be made of the information
contained therein. For more information on the project see: http://satie-h2020.eu/.
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