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SATIE scenarios
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Scenario # 1 # 2 # 3 # 4 # 5

Systems 
attacked

Flight 
Information 
Display System 
(FIDS), Public 
Announcement 
(PA) system

Access control 
(AC) system

Airport 
Operation Data 
Base (AODB), 
Information and 
electrical system

Baggage 
handling system 
(BHS)

Air traffic 
management 
(ATM)

Effect Confusion, 
evacuation, 
possible physical 
attack

Unauthorized 
access to 
secured areas, 
possible physical 
attack

Communication 
interruption, 
false 
information, 
black out

Manipulated 
baggage 
destination

Ground 
movement 
conflicts

https://www.bbc.com/news/uk-
england-sussex-45247499

https://www.dw.com/en/munich-
airport-closes-terminal-following-
security-breach/a-44861037

https://news4sanantonio.com/news/
local/gallery/two-airplanes-collided-
at-san-antonio-airport#photo-1

https://www.thesun.co.uk/travel/95
70402/heathrow-airport-chaos-
baggage/

https://jalopnik.com/power-outage-
shuts-down-americas-busiest-
airport-1821373869
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Section of the SATIE toolkit
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Airport 
Operation 

Center 
(AOC)

Security  Operations Center 
(SOC)

Threat 
Prevention 
& Detection 

Systems

Airport 
Systems

Correlation 
Engine

Incident 
Management 

Portal

Impact 
Propagation 
Simulation

Data Events Incidents

Decision support

Alerts
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Hybrid model

Impact Propagation Simulation (IPS)
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ABM

Network

model

Airport assets

Terminal layout

Propagation rules

Distancing
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https://www.airport-
technology.com/projects/stockholm-arlanda/

http://ontheworldmap.com/sweden/city/stock
holm/stockholm-airport-terminal-4-map.html

https://www.fnp.de/frankfurt/flughafen-
frankfurt-groesste-verkehrsflughafen-
deutschlands-13057971.html

https://middle-east-online.com/en/turkey-
eases-coronavirus-restrictions-measures
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Hybrid model: Agent-Based Model (ABM)
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FIDS monitors

PA broadcasting 
stations

Doors

Check-in

Security check

Gates

Corinna Köpke, PhD

m

m

• Velocity
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Hybrid model: Network model

Seite 6 Corinna Köpke, PhD

Network 
model

1) Select node

2) Get name 
and system

3) Get 
scenario and 
potential 
interface to 
ABM

4) Get details 
about 
connected 
nodes
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Simulation: test case – scenario 1
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Flight Information Display System
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Simulation: test case
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Simulation: test case
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Impacted assets

Initial attack
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Network 
model
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Simulation: test case
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Simulation: results
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Additional 
security 
counters
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Simulation: results
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ABM

Network 
model

Anti-
malware on 

server

Server impacted All assets restored



© Fraunhofer EMI 

SUMMARY AND OUTLOOK

◼ Automate the integration of network 
model and ABM

◼ Include the complete network and enhance
the airport layout

◼ Define further propagation rules

◼ Vary the number of passengers and 
mitigation options

◼ Validate the IPS in SATIE demonstrations
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Image source: http://www.athensflights.gr/images/departure-
terminal.pdf
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Network
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