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Executive summary 

The goal of this deliverable is to describe the process through which an ontology was developed for 
ǘƘŜ {!¢L9 ǇǊƻƧŜŎǘΦ ¢ƘŜ ŦƻŎǳǎ ƻŦ ǘƘƛǎ ƻƴǘƻƭƻƎȅ ƛǎ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ǘƘŜ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ōŜǘǿŜŜƴ ǘƘŜ {!¢L9Ωǎ 
systems by defining clear semantics for all messages exchanged between the systems, their 
interfaces and logs. 

An exploration of existing ontologies both the field of cyber-security and airport security was 
ŎƻƴŘǳŎǘŜŘΦ ¢ƘŜ ƻƴǘƻƭƻƎƛŜǎ ōŜǘǘŜǊ ǎǳƛǘŜŘ ŦƻǊ {!¢L9Ωǎ ƴŜŜŘǎ ǿŜǊŜ ǎŜƭŜŎǘŜŘΣ ŎƻƳōƛƴŜŘ ŀƴŘ ŜȄǘŜnded as 
necessary. The development process began with an analysis of the expectations of each of the 
{!¢L9Ωǎ ǘƻƻƭǎ ōȅ ŀǎǎŜǎǎƛƴƎ ǘƘŜƛǊ ƛƴǇǳǘǎΣ ƻǳǘǇǳǘǎ ŀƴŘ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎΦ CǊƻƳ ƘŜǊŜΣ an extraction of the 
most relevant ideas and concepts was undertaken and compared to those of the studied ontologies 
in order to establish the necessary extensions. This domain extension is guided by the necessities of 
the different tools and is described in detail. The ontology and its logics can be used by the existing 
tools to aid with knowledge representation and reasoning processes these may wish to employ. 
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1 Introduction 

The SATIE project aims to develop a cyber-security toolkit to face cyber-physical threats in a 
coordinated and effective way, supported by a shared situational awareness system. In order to do 
so, several systems must communicate and cooperate, exchanging data between themselves in a 
coordinated way. Which communications are possible within the SATIE system, along with what 
messages are exchanged and what the contents of these mean must to be established as soon as 
possible in order to fully achieve SATIEΩǎ goals. 

As such, this deliverable focuses on describing the work developed under the Task 4Φм ά{ǇŜŎƛŦƛŎŀǘƛƻƴ 
ƻŦ 5ŀǘŀ 9ȄŎƘŀƴƎŜǎΣ LƴǘŜǊŦŀŎŜǎ ŀƴŘ [ƻƎ {ŜƳŀƴǘƛŎέ, resulting in an ontology that defines the several 
cyber-security concepts that can be used to describe the contents of the message exchanged 
between the different systems of SATIE. To achieve and agree upon this ontology, it was necessary to 
analyse all incoming and outgoing messages for each of the systems, extracting the concepts and 
contents mentioned in these and establishing the relationships between them. Existing ontologies in 
the cyber-security domain were researched, evaluated and measured against the needs of the 
systems. The remainder of the deliverable is organized as follows: 

Chapter 2 describes the state of the art on ontologies for the domains of cyber-security and airports, 
pointing to existing standards and their applicability to SATIE. 

Chapter 3 presents the results of a questionnaire of the expected inputs and outputs of each SATIE 
system in order to assess the real necessities of each, and further establish which systems effectively 
exchange messages with one another. The results of this questionnaire serve as a starting point for 
the extraction of concepts that are shared among the majority of the systems and thus must be 
agreed upon. 

Chapter 4 presents the most important concepts within an ontology to be applied in all 
ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ōŜǘǿŜŜƴ {!¢L9Ωǎ ǎȅǎǘŜƳǎΦ Additionally, it shows how the ontology is compatible 
with existing ontologies for cyber-security and how it effectively works as an extension of these. 

Finally, Chapter 5 will close the document with a general assessment of the work done and some 
final remarks. 
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2 Data conceptualization: Ontologies 

Any communication between two or more systems relies on an agreement: what data are being 
exchanged and what their meaning is. While this agreement can be implicit ς and therefore not 
formally defined ς that choice comes with a few hindrances, such as higher maintenance costs, more 
resistance to change, lack of explainability and making it harder for different systems to join into 
those communications. Explicit agreements, on the other hand, ease these problems by formalizing 
the semantics of the data, usually through means of ontologies. 

In computer science, ontologies are commonly defiƴŜŘ ŀǎ άŜȄǇƭƛŎƛǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴ ƻŦ ŀ 
conceptǳŀƭƛȊŀǘƛƻƴέ (Struder, Richard, & Fensel, 1998). Here, the conceptualization refers to a rational 
and abstract model of a given domain, which includes the identification and description of concepts, 
properties and relationships between these. These must be detailed and consistently described in a 
way that intelligent agents can understand and reason upon. In (Brost, 1997), this definition is 
ŜȄǘŜƴŘŜŘ ǿƛǘƘ ǘǿƻ ŀŘŘƛǘƛƻƴŀƭ ŎƻƴŎŜǇǘǎΣ ƴŀƳŜƭȅ άŦƻǊƳŀƭέ ŀƴŘ άǎƘŀǊŜŘέ: through formalization, the 
ontology can be read, understood and processed by either humans or machines, and by being shared 
it means the ontology is accepted as the description of a given domain in consensus by a given group. 

The main objective of ǘƘŜ ¢ŀǎƪ пΦмΣ άSpecification of Data Exchanges, Interfaces and Log Semantic 
Specification of Data Exchanges, Interfaces and Log Semantic έ ƛǎ ǘƻ ŘŜŦƛƴŜ ŀƴ ƻƴǘƻƭƻƎȅ ǘƘŀǘ ƛǎ ŀƎǊŜŜŘ 
ǳǇƻƴ ōȅ ŀƭƭ ǘƘŜ {!¢L9Ωǎ ǇŀǊǘƴŜǊǎ ŀƴŘ ǿƘƛŎƘ ǿƛƭƭ ŘŜǎŎǊƛōŜ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ ŀƭƭ messages exchanged 
within the SATIE system. In this chapter, existing public ontologies on the domains relevant to the 
SATIE project ς i.e. cyber-physical security and airports ς will be explored and evaluated. 

2.1 Background 

In this modern age, where everything is connected to the internet, there are new threats associated 
to the new medium of communication. More and more services are provided online, which means 
more and more possible weak points to be exploited. Just in the first half of 2015 (Data Breach 
QuickView ς 2015 Data Breach Trends, 2015) , more than 200 million records were exposed. A single 
hacking attack exposed about 78 million of those records. It is worth mentioning that this issue is a 
domain-crossing one. There is not a sector which uses technology that can be considered safe from 
such threats. Whether it is business, education, medical, or even governmental, they are all at risk if 
proper precautions were not taken.  

As technology is continuously changing and developing, this makes the infrastructure unstable and 
vulnerable. However, this does not deny that humans play a role in this as well. Therefore, there is an 
interaction between human and machine elements which is very important when considering 
situation awareness in cyber-security of systems.  

Regardless of acting agents being humans or computers, any cyber-security system needs to react as 
soon as possible to any state change within its environment. In order to achieve that, it is necessary 
to collect and integrate information from different resources and systems. This information is 
needed to analyse events, make decisions, obtain feedback after applying those decisions, and gain 
knowledge to be used in future occurrences (Ulicny, Moskal, Abe, & Smith, 2014). The first challenge 
is that different systems use different representation of their knowledge. Therefore, an ontology that 
is focused on cyber-security is needed in order to provide a standard way to exchange data between 
the corresponding systems. 
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2.2 Cyber-security ontologies 

2.2.1 UCO 

Unified Cybersecurity Ontology (UCO) is an extension to Intrusion Detection System (IDS), which 
integrates different schemas from different systems to obtain data and knowledge related to cyber-
security. This integration helps with the transition from reactive approach to a more proactive and 
eventually a predictive approach. UCO provides better understanding of cyber-security by mapping 
some of the existing ontologies related to this field. In addition to the domain description using the 
Web Ontology Language (OWL), UCO uses rules to infer new information which could not be 
captured otherwise by reasoners relying on description logics alone (Syed, Pädia, Finin, Mathews, & 
Joshi, 2016). This ontology can be considered as a semantic version of Structured Threat Information 
eXpression (STIX), which is an XML representation for cyber-security vocabulary. In addition to STIX, 
UCO has been extended with more cyber-security and general world knowledge resources. The main 
classes available in UCO include Means, Consequences, Attack, Attacker, Attack Pattern, Exploit, 
Exploit Target, and Indicator, additionally describing Vulnerabilities through Common Vulnerability 
Exposures (CVE)Φ ¢Ƙƛǎ ƻƴǘƻƭƻƎȅΩǎ ƭŀǘŜǎǘ ǾŜǊǎƛƻƴ ƛǎ ǇǳōƭƛŎƭȅ ŀǾŀƛƭŀōƭŜ ƻƴ DƛǘIǳō1. Figure 2.1 shows the 
ŎƻƴŎŜǇǘǎΩ ŘƛŀƎǊŀƳ of UCO. 

 

Figure 2.1: UCO ontology graph 

2.2.2 SECCO 

Security Core Ontology (SECCO) is a small ontology that provides key definitions of security concepts 
(Oltramari, Cranor, Walls, & McDaniel). Concepts of SECCO are noted to be generally domain 
independent and based on an intuitive understanding of security. Each concept can be used to 
represent different things in different domains. Some of the security-related concepts defined in 
SECCO are Asset, Stakeholder, Security Objective, Threat, Countermeasure, Attack, Attacker, 
Vulnerability, and Risk. These concepts are interlinked using relations like cause harm to, protects, 
implements, and place value on. Figure 2.2 shows a sample of the ontology structure. 

                                                           

1 GitHub - Ebiquity/Unified-Cybersecurity-hƴǘƻƭƻƎȅΥ ¦ƴƛŦƛŜŘ /ȅōŜǊǎŜŎǳǊƛǘȅ hƴǘƻƭƻƎȅΦέ ώhƴƭƛƴŜϐΦ !ǾŀƛƭŀōƭŜΥ 
https://github.com/Ebiquity/Unified-Cybersecurity-Ontology. [Accessed: 30-Oct-2019] 
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Figure 2.2: SECCO ontology concepts characterization (Oltramari, Cranor, Walls, & McDaniel) 

2.2.3 Enhanced Vulnerability Ontology 

(Aime & Guasconi, 2010) analysed the limits in several existing vulnerability models and came up 
with an enhanced vulnerability ontology. They focused on the distinction between vulnerability and 
threat as they found in their analysis that many frameworks confuse these concepts. The proposed 
ontology provides an improvement to vulnerability management and risk assessment. Some of the 
main concepts included in this ontology are Vulnerability, Threat, Impact, Asset, and Control. The 
core model of the proposed ontology can be seen in Figure 2.3. 

  

Figure 2.3: Ontology core model (Aime & Guasconi, 2010)  

In this ontology, they used Threat to represent a fault that activates a dormant error that is 
ǊŜǇǊŜǎŜƴǘŜŘ ōȅ ±ǳƭƴŜǊŀōƛƭƛǘȅΦ ¢Ƙƛǎ ŀŎǘƛǾŀǘƛƻƴ ƭŜŀŘǎ ǘƻ ŀƴ LƳǇŀŎǘ ƻŦ ŀƴ LƴŎƛŘŜƴǘ ǿƘƛŎƘ ƛǎ άŀ ŎƻƴŎǊŜǘŜ 
error in the intended behaviour ƻŦ ǘƘŜ ǎȅǎǘŜƳέ (Aime & Guasconi, 2010). 
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2.2.4 INSPIRE Security Ontology 

As part of the project INcreasing Security and Protection through Infrastructure REsilience (INSPIRE), 
ό/ƘƻǊŀǏΣ YƻȊƛƪΣ CƭƛȊƛƪƻǿǎƪƛΣ ϧ IƻƱǳōƻǿƛŎȊΣ нлмлύ worked on an ontology-based decision support 
engine to be used in protection of critical infrastructure. The goal of the ontology proposed for this 
project is to provide interdependencies description between vulnerabilities, SCADA assets, 
safeguards, source of attacks, and risk-categorized threats. Figure 2.4 ǎƘƻǿǎ ǘƘŜ ƻƴǘƻƭƻƎȅΩǎ Ƴŀƛƴ 
concepts and relationships. The diagram shows that Threats can exploit available Vulnerabilities to 
expose important Assets. Safeguards work on reducing those Vulnerabilities in order to protect the 
Assets. 

 

Figure 2.4: INSPIRE security ontology ό/ƘƻǊŀǏΣ YƻȊƛƪΣ CƭƛȊƛƪƻǿǎƪƛΣ ϧ IƻƱǳōƻǿƛŎȊΣ нлмлύ 

2.2.5 Alert ontologies 

(Krauß & Thomalla, 2016) recognized the importance of quick detection and efficient reaction to 
attack. They proposed an ontology to model the security events, attacks, and vulnerabilities by diving 
the domain into three sub-ontologies: the Alert ontology, the Attack ontology and the Vulnerability 
ontology. The Alert ontology represents alerts parsed from logs and reports in Intrusion Detection 
Message Exchange Format (IDMEF) format inspired by (Cuppens-Boulahia, Cuppens, Autrel, & Debar, 
2009), while the Attack ontology represents the attacks inferred by the reasoning component using 
information like attacker and target. The Vulnerability ontology represents vulnerabilities and 
ǎŜŎǳǊƛǘȅ ƎŀǇǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘŀȄƻƴƻƳƛŜǎ ŀƴŘ ǾǳƭƴŜǊŀōƛƭƛǘȅ ŘŀǘŀōŀǎŜǎΦ Figure 2.5 
shows the Alert part of the ontology. An Alert is defined by having Target, Source, Assessment, 
Classification, Analyzer, Creation Time, and Additional Data. 

 

Figure 2.5: Alert ontology (Krauß & Thomalla, 2016) 
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2.2.6 Ontology for Vulnerability Management 

The Ontology for Vulnerability Management (OVM) focuses on software vulnerability by capturing 
relationships between IT products, vulnerabilities, and other relevant concepts. It is based on 
multiple vulnerability standards like Common Vulnerabilities and Exposures (CVE) and Common 
Attack Pattern Enumeration and Classification (CAPEC). This ontology is rich in instances and 
relationships (Wang & Guo, OVM: An ontology for vulnerability management, 2009). OVM was 
designed for vulnerability analysis and management and it can accurately describe patterns for 
external threats and internal vulnerabilities. Some on the key concepts defined in OVM are 
Vulnerability, IT_Product, Attacker, Attack, Consequence, and Countermeasure. (Wang, Guo, & 
Camargo, 2010). The conceptual model for OVM can be seen, below, in Figure 2.6. 

 

Figure 2.6: OVM conceptual model (Wang & Guo, 2009) 

In OVM, an Attacker can conduct an Attack to exploit a Vulnerability in an IT_Product. To protect the 
IT_Product against any Consequences caused by the Attack, Countermeasures can be used to 
mitigate the Vulnerability. 

2.2.7 OntoSec 

The Security Ontology (OntoSec) (Martimiano & Moreira, 2005) is based on security incidents 
taxonomies and formalized using OWL. OntoSec represents the main security domain concepts into 4 
levels. Starting with first/core level that has 13 concepts, each level contains sub-classes of the 
previous one. Main concepts that are provided by OntoSec include: Agent, Asset, Attack, Tool, 
Consequence, and Vulnerability. Vulnerability Ontology (OntoVul) represents the concepts and 
relation about the vulnerability domain. Some of the concepts are imported from OntoVul into 
OntoSec and they are: Vulnerability, Type, Correction, Range, and Supplier. Figure 2.7 shows the 
main concepts and relationships defined by the ontology. 
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Figure 2.7: Main concept and relation of OntoSec (Martimiano & Moreira, 2005) 

2.2.8 Vulnerability Ontology of Metro Operation 

A more specific vulnerability analysis has been conducted by (Chen, Peng, Zhong, & Luo, 2016) for 
metro operation systems. They noticed that vulnerability knowledge was defined by various 
disciplines and contexts. Therefore, that exist different models describing the available vulnerability 
knowledge which in turn makes it difficult to reuse it. They applied ontology into the vulnerability 
analysis to establish a basis for a common knowledge base that enables information sharing. Some of 
the key concepts of this ontology are Vulnerability, Indicator, Control, Impact and Event. Figure 2.8 
shows the conceptual model of the proposed ontology of metro operating system. The figure shows 
the internal and external types of vulnerabilities. The internal vulnerabilities include defects and 
Ŧƭŀǿǎ ƛƴ ǘƘŜ ƳŜǘǊƻ ƴŜǘǿƻǊƪΩǎ ǘƻǇƻƭƻƎȅΦ ²ƘƛƭŜ ǘƘŜ ŜȄǘŜǊƴŀƭ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ǘƘŀǘ ŀǊŜ ŦƻǊŎŜŘ ōȅ ƴŀǘǳǊŜ 
and humans. 

  

Figure 2.8: Conceptual model of metro opŜǊŀǘƛƻƴ ǎȅǎǘŜƳΩǎ vulnerability ontology (Chen, Peng, Zhong, 
& Luo, 2016) 

2.2.9 Identifying common concepts in the ontologies 

Each of the ontologies previously mentioned brings some contribution to the cyber-security domain, 
but many of them have concepts in common, even if under slightly different nomenclatures. To 
overcome these differences, the concepts and their descriptions were examined and aggregated. The 
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graph in Figure 2.9 displays the most popular concepts found in the examined ontologies; here, only 
concepts that appeared in at least two of the ontologies are displayed for readability. 

 

Figure 2.9: Most common concepts in cyber-security ontologies  

Vulnerability is the most popular concept, being described in all but one of the ontologies (the Alert 
ontology). Attack is the second most popular one, although the properties and relationships it allows 
for vary substantially according to the ontology in question. Next, we find Threat, Consequence, 
Asset and Attacker. From here follows that any ontology to be chosen for application in the SATIE 
scenarios, or any one to be developed, should feature these concepts after some fashion and 
according to necessity. For example, while the concepts of Threat and Attack are very popular, they 
are not the main focus of any of the tools in SATIE, as will be described in further sections. The choice 
and application of the concepts will ultimately always rely on the effective needs of the tools in use. 

2.3 Airport ontologies 

2.3.1 Situation Awareness Ontology 

Situation Awareness Ontology (SAO) is a specialized ontology designed using OWL to be the core of a 
framework to manage and reason about events, situations and actions that simplify situation 
awareness in airports (Tamea, Cusmai, Palo, Priscoli, & Cimmino, 2014). The main class in this 
ontology is Event which has two sub-classes: Low-Level Event and High-Level Event. Low-level Events 
refer to the Events triggered by sensors and can be used by other systems to generate other 
complicated high-level events. Some of the main relations provided within this ontology are 
relatedEvents, which link Events together, and relatesWith, which links Events with other objects like 
luggage. Another important class is Situation, which represents airport situations during a pre-
defined time interval and can be linked events. 

2.3.2 ATMONTO 

The Air Traffic Management (ATM) Ontology (ATMONTO) is provided by National Aeronautics and 
Space Administration (NASA). ATMONTO was released in 2018 and it describes classes, properties, 
and relationships related to air traffic management general domain. The main entities represented 
by this ontology include flights, aircraft and manufactures, airport and infrastructure, airlines, US 
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National Airspace System (NAS) facilities, Air Traffic Management Initiatives (TMIs), surface weather 
conditions and forecasts, airspace components, and departure/arrival routes. NASA provides three 
interrelated ontologies depending on the level of details that might be required. The ontology is 
publicly available on the corresponding website (Keller, 2018).  

Table 2.1 maps the available features in each layer of ATMONTO, while Figure 2.10 depicts the 
ontology graph for ATMONO equipment, as described through a Resource Description Framework 
(RDF) file. 

 

Figure 2.10: Ontograph of the Equipment subdomain ƻŦ b!{!Ωǎ !¢MONTO 

 

Table 2.1: Layers of ATMONTO and their features 

Ontology layer ATMONTO 
Core 

ATMONTO ATMONTO 
Plus 

Classes definition  Yes Yes Yes 

Classes instances  No Yes Yes 

Property definitions  Yes Yes Yes 

Property values  No Yes Yes 

Additional instances No No Yes 

ATMONTO has been organized into several RDF files that can be imported to any Ontology 
Development Environment (ODE). 

2.3.3 ISQ NOTAMs Project Ontology 

The Intelligent Semantic Query of Notices to Airman (ISQ NOTAMs) project included the 
development of an OWL ontology to be used in NOTAMs content representation. It supports 
retrieval and reasoning on those NOTAMs including, among others, runways, taxiways, and ground 
and air communications. This ontology was based on a US/EU commission standard (Bobrow, 2006) 
that combines Defense Advanced Research Projects Agency (DARPA) Agent Markup Language with 
Ontology Integration Layer (DAML+OIL). In this ontology, capabilities of high-level NOTAMs are 
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represented, including aviation specific environment, temporal and spatial knowledge and aviation 
requirements. 

This ontology contains 502 concepts, and the author provided a full list of concepts in the referenced 
document. Figure 2.11 shows a sample of the listed concepts. 

 

Figure 2.11: ISQ NOTAMΩs ontology concepts sample (Bobrow, 2006) 

2.3.4 Aviation Scenario Definition Language 

On the other hand, (Jafer, Chhaya, Durak, & Gerlach, 2016) created an ontology as a first step 
towards developing Aviation Scenario Definition Language (ASDL). This ontology has two different 
parts, one describes the physƛŎŀƭ ƳƻŘŜƭ ŀƴŘ ŦƭƛƎƘǘǎΩ ƻǇŜǊŀǘƛƻƴΣ ǿƘƛƭŜ ǘƘŜ ǎŜŎƻƴŘ ƻƴŜ ŘŜǎŎǊƛōŜǎ 
important control tower ς pilots communications. The main base high-level concepts of this ontology 
are: Air_Traffic_Control, Aircraft, Airport, and Weather. 

Figure 2.12 ǎƘƻǿǎ ǘƘŜ !ƛǊŎǊŀŦǘ ŎƻƴŎŜǇǘΩs hierarchy for the proposed ontology. 

 

Figure 2.12: Aircraft concept in ASDL ontology (Jafer, Chhaya, Durak, & Gerlach, 2016) 

2.3.5 Identifying common concepts in the ontologies 

A comparative analysis of the presented ontologies is complicated to perform. These ontologies 
describe the aircraft domain, albeit under different lenses and for different purposes. While SAO 



Project Number: 832969 D4.1 - Specification of data exchanges, interfaces and log semantic 

  21/50 

R 

describes events that can occur in airports, ATMONTO is focused on describing the components and 
systems that comprise aircrafts. On the other hand, ISQ NOTAM is concerned with locations, routes 
and communication channels within an airport. Finally, the ASDL aims to describe the actual activities 
of flight and current positions of aircraft while moving. Comparing these ontologies is therefore a 
ŦǊǳƛǘƭŜǎǎ ǘŀǎƪΣ ŀƴŘ ǘƘŜƛǊ ŀǇǇƭƛŎŀōƛƭƛǘȅ ǘƻ ǘƘŜ {!¢L9Ωǎ ǎŎŜƴŀǊƛƻǎ Ƴŀȅ ōŜ short. However, they may still 
have some applicability in terms of describing existing assets, particularly ATMONTO, as it can 
describe not only aircraft but also other airport infrastructure. 
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3 Data Exchanges 

Before moving on to the development of the ontology or the selection of existing ontologies to work 
with, a general overview of the communications within the SATIE ecosystem was in order. This will 
allow to understand who communicates with whom and what information they expect to send and 
receive from other systems. This information can be used as a starting point to establish the most 
important concepts and how these relate to each other. 

¢Ƙƛǎ ǇǊƻŎŜǎǎ ōŜƎŀƴ ōȅ ǉǳŜǊȅƛƴƎ ǘƘŜ {!¢L9 ǇŀǊǘƴŜǊǎ ŀōƻǳǘ ǘƘŜƛǊ ǎȅǎǘŜƳΩǎ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ƛƴǇǳǘǎ ŀƴŘ 
outputs. It is important to note that the messages described below are the result of a first attempt to 
ŘŜŦƛƴŜ ǘƘŜ ǎȅǎǘŜƳΩǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎΣ ǿƘƛŎƘ Ƴŀȅ ƴƻǘ ƴŜŎŜǎǎŀǊƛƭȅ ǊŜŦƭŜŎǘ ǘƘŜƛǊ Ŧƛƴŀƭ 
structure. It is, however, interesting to present and analyse them as a starting point for the 
structuring of the SATIE domain through means of an ontology. 

The SATIE communications ontology will be made publicly available and its development has been 
done with Protégé ς a popular open-source ontology development tool ς and described using the 
Web Ontology Language (OWL) format. 

3.1 SATIE architecture 

The ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǇƻǎǎƛōƭŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǿƛǘƘƛƴ ǘƘŜ {!¢L9Ωǎ ǎȅǎǘŜƳǎ ōŜƎƛƴǎ ǿƛǘƘ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ 
proposed architecture, which can be seen in Figure 3.1. 

 

Figure 3.1: SATIE architecture elements and their communications 
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Detection systems in the lower layers of the architecture gather their data through sensors or 
existing tools, which, for the purposes of this document, can be categorized as external systems. 
Because these tools are already in place and using existing communication channels, any 
communications provided to or from these cannot be modified and therefore are out of the scope of 
this document. Similarly, on the upper layers of the architecture, outgoing communications (to the 
passengers, border control, maintenance, firefighter and red-cross centres) must follow already 
existing protocols and thus also categorized as communications to external systems. 

3.2 SATIE systems 

The second step was the analysis of the expected inputs and outputs of the remaining systems, 
which would help further establishing their roles and necessities within the architecture, as well as 
what they expect to receive and supply to each other. As such, a questionnaire has been sent to all 
partners for them to describe their tools and each of their expected inputs and outputs. This 
entailed, for each system, defining the senders and recipients of each message, the different possible 
messages and a textual description that should be as detailed as possible, including suggestions of 
existing formats that should be considered. The results of the questionnaire are described in the 
remainder of this chapter. 

3.2.1 TraMICS - Traffic Management Intrusion and Compliance System 

TraMICS intends to detect security incidents in Air Traffic Control domain, especially at the controller 
working position. TraMICS includes four kinds of detectors: un-authorized speakers in the controller-
pilot voice communication, stress detection within the voice, non-conformance of aircraft 
movements and a conflict detection. Each single detector delivers its findings to the TraMICS 
Indications Correlation Module which calculates a correlated security indicator for each single 
working position TraMICS is used for. To support e.g. human operators in decision making, also the 
single detections themselves will be sent ōȅ ¢ǊŀaL/{Φ ¢Ƙƛǎ ƳŜŀƴǎΣ ŜŀŎƘ ά/ƻǊǊŜƭŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ŀƭŜǊǘέ-
message may be ǎǳǇǇƭŜƳŜƴǘŜŘ ōȅ ŀ ά/ƻƴŦƭƛŎǘ ŘŜǘŜŎǘƛƻƴ ŘŜǘŀƛƭǎέ-ƳŜǎǎŀƎŜ ŀƴŘκƻǊ ά/ƻƴŦƻǊƳŀƴŎŜ 
ƳƻƴƛǘƻǊƛƴƎ ŘŜǘŀƛƭǎέ-mesǎŀƎŜ ŀƴŘκƻǊ ά{ǇŜŀƪŜǊ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘŜǘŀƛƭǎέ-ƳŜǎǎŀƎŜ ŀƴŘκƻǊ ά{ǘǊŜǎǎ ŘŜǘŜŎǘƛƻƴ 
ŘŜǘŀƛƭǎέ-message. If, after a specific period (duration still to be defined), the alert is still valid, new 
messages will be sentΦ ¢ƘŜ ά!ƭƛǾŜέ-message might be taken to evaluate if TraMICS is up and running. 

3.2.2 Secured Air Traffic Management Services 

Figure 3.2 ǇǊƻǾƛŘŜǎ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ !¢/ ¢ƻǿŜǊ ά{ŜŎǳǊŜŘ Air Traffic Management (ATM) {ŜǊǾƛŎŜǎέ 
component, its context and interfaces. The Secured ATM Services receive their input data from 
external systems and provide their servicer date to service consumers, such as the AODB or the ATC 
HMI. During service provision, ATM services provide logging information to the Correlation Engine 
located in the Security Operations Centre. At the same time, Secured ATM Services accept cyber-
security management commands (from Incident Management Portal) to switch between states of 
operation. 
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Figure 3.2: Interfaces of Secured ATM Services 

3.2.3 Cyber Threat Detection Systems on Business Processes 

The Cyber Threat Detection Systems monitor network communications in order to identify potential 
threats to the system. This module is comprised by four systems, which are explained in detail below. 
These systems are: 

�x ComSEC: Secured Communications, which verifies the integrity of exchanges; 

�x BP-IDS: Business Process-based Intrusion Detection System, which uses sensors to monitor 
the status of different processes; 

�x BIA: Business Impact Assessment, which simulates the propagation of threats and affected 
assets from a business perspective and 

�x ALCAD: Application Layer Cyber Attack Detection, which monitors Netflow information 
received from the Secured ATM Services. 




















































