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Executve summary

The goal of this deliverable is to describe the procéssugh which an ontology was developed for

GKS {1 ¢L9 LINRP2SOiP ¢KS T20dza 2F (KAa 2yidz2tz23& A
systems by defining clear semantics fdi messages exchanged between the systems, their
interfaces and logs.

An exploration of existing ontologies both the field ofbersecurity and airport security was
O2yRdzOGSR® ¢KS 2y (i2ft23ASa o6S0GSNI adzh ( SRledag NJ { ! ¢ L
necessary. The development procdssgan with an analysis of the expectations of each of the
{1¢eL9Qa (G22fa o0& lFaaSaaAiy3a GKSA NI ah ¢iddtiodd the2 dzii Lddzi
most relevant ideas and concepts was undertaken emthpared to thoseof the studied ontologies

in order to establish the necessary extensions. This domain extension is guided by the necessities of

the different tools and is described in detdilhe ontology and its logics can be used by the existing

toolsto aid with knowledge representation and reasoning processes these may wish to employ.

r
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1 Introduction

The SATIE project aims to develop a cysmurity toolkit to fae cyberphysical threatsn a
coordinated and effective way, supported by a shared situntl awareness systenn order to do

so, several systems must communicate and cooperate, exchanging data between themselves in a
coordinated way. Which communications are possible within 8#TIEsystem, along with what
messages are exchanged and what the contents of these mestto be established as soon as
possibé in order to fully achieve SATMgoals

As suchthis deliverable focuses on describing the work developed undefftisk ©m & { LISOA FA O
2F 5LGF 9EOKIFy3aSas L yrasSigih &nSoatologyythat dpfines treevBra | y G A O ¢
cybersecurity concepts that can be used to describe the contents of the message exchanged
between the different systems of SATI®. achi@e and agree upon this ontology, it was necessary to

analyse all incoming and outgoing messages for each of the systswngcting the concepts and

contents mentioned in these and establishing the relationships between thisting ontologies in

the cylker-security domain wereresearched, evaluateénd measured against the needs of the
systemsTheremainderof the deliverableis organized as follows:

Chapter 2 describes the state of the art on ontologimstfie domains of cybesecurity and airports,
pointing to existing standards and their applicability to SATIE.

Chapter 3 presentthe results of a questionnairef the expected inputs and outputs of each SATIE
system in order to assess the real necessities of eath further establish which systemdexftively
exchange messages with one anothEhe results of thigjuestionnaireserve as a starting point for
the extraction ofconcepts that are shared among the majority of the systems and thus must be
agreed upon.

Chapter 4 presents themost important oncepts within an ontology to be applied in all
O2YYdzyAOIF GA2ya 0S50 adliBoyallyfit! sbolvs MW theiohtalapys i Gompatible
with existing ontologies for cybesecurity and how it effectively works as an extension of these.

Finally,Chapter 5 will close the document with a general assessment of the work done and some
final remarks.

L
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2 Dataconceptualization: Ontologies

Any communication between two or more systems relies on an agreement: whatadatheing
exchanged and what their meaning While this agreement can be impligitand therefore not
formally definedg that choice comes wiit a few hindrances, such as higher maintenance costs, more
resistance to changdack of explainability and making it harder for different systems to jdio in
those communications. Explicit agreements, on the other hande éasse problems by formalizing
the semantics of the data, usually through means of ontologies.

In computer science, ontologies are commonly iR & GSELX AOAG &LISO
conceptizl f A T (Btiude® Richard, & Fensel, 1998re, the conceptualization refers to a rational

and abstract model of a given domain, whichliiies the identification and description of concepts,
properties and relationshipbetween theseThese must be detailed and consistently described in a

way that intelligent agents can understand and reason ugan(Brost, 1997) this definition is
SEGSYRSR 6AGK G2 | RRAGAZYBKI| Q#rgughSadbaiizationy'they St & &
ontology can be read, understood and processed by either humans or machines, and by being shared

it means the ontolgy is accepted as the description of a given domain in consensus by a given group.

The main objective ofi KS ¢ | Specificadom & Data Exchanges, Interfaces and Log Semantic
Specification of Data Exchanges, Interfaces and Log Serantka (2 RSTFAYS Ly 2vyi
dzLl2y o6& |ff GKS {!¢L9Qa& LI NIy SNEmesssgBs escKahgdK & A
within the SATIEystem.In this chapter, existing public ontologies on themthins relevant to the

SATIE projecti.e. cybefphysical security and airportswill be explored and evaluated.

2t
tf

2.1 Background

In this modern age, where everytiy is connected to the internet, there are new threats associated

to the new medium of communication. More and more services are provided online, wieelms

more and more possible weak points to be exploited. Just in the first half of dDd% Breach
QuickViewg 2015 Data Breach Trends, 201%porethan 200 million records were exposed. A single
hacking attack exposed about 78 million of those records. It is worth mentioning that this issue is a
domaincrossing one. Thers not a sector which &s technology that can be considered safe from
such threats. Whether it is business, education, medical, or even governmental, they are all at risk if
proper precautions were not taken.

As technology is continuously changing and developing, this makesftastructure unstable and
vulnerable. However, this does not deny that humans play a role in this as well. Therefore, there is an
interaction between human and machine elements which is very important when considering
situation awareness in cybesecurty of systems.

Regardless of acting agents being humans or computers, any-sgberity system needs to react as
soon as possible to any state change within its environment. In order to achieve that, it is necessary
to collect and integrate informa&n from different resources and systems. This information is
needed toanalyseevents, make decisions, obtain feedback after applying those decisions, and gain
knowledge to be used in future occurrendgslicny, Moskal, Abe, & Smith, 201#he first challenge

is that different syeems use different representation of theknowledge. Therefore, an ontology that

is focused on cybesecurity is needed in order to provide a standard way to exchange data between
the corresponding systems.

SATIE 12/50
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2.2 Cybersecurityontologies

221 UCO

Unified @bersecurity OntologyUCQ is an extension to Intision Detection System¥S, which
integrates different schemas from different systems to obtain data and knowledge related to- cyber
security. This integration helps with the transition from reactive approach to a more proactive and
eventually a predictie approach. UCO provides better understanding of cgleeurity by mapping
some of the existing ontologies related to this fielld.addition to the domain description using the
Web Ontology Language (OWICO uses rules to infer new information whicbuld not be
capturedotherwise byreasoners relying odescription logics alonéSyed, Padia, Finin, Mathews, &
Joshi, 2016)This onbtlogy can be considered as a semantic version of Structured Threat Information
eXpression§TK), which is an XML representation for cyksscurity vocabulary. In addition to STIX,
UCO has been extended with more cylsecurity and general world knowledge resources. The main
classes available in UCO include Means, Consequences, Attack, Attatkek, Pdttern, Exploit,
Exploit Target, and Indicatoadditionally describing Vulnerabilities through Common Vulnerability
Exposures (CMB) ¢ KA a 2y (i2t23eQa I 3dSad YBNE22IBhwsiha LIdzo f A
02y OS LI AaUADA I ANI Y

[(® Tompomicon_|—
=

/ i
' Obsenable |/ |

al
KillChain Phase

Figure2.1: UCO ontology graph

2.2.2 SECCO

Security Core OntologyECC)ds a small ontology that provides key definitions of security concepts
(Oltramari, Cranor, Walls, & McDanielfoncepts of SECCO areted to be generally domain
independent and based on an intuitive understanding of security. Each concept can be used to
represent different things in different domains. Some of the secuetgted concepts defined in
SECCO are Asset, Stakeholder, Security Objective, Threat, Countermeasure, Attack, Attacker,
Vulnerability, and Risk. These concepts are interlinked using relations like cause harm to, protects,
implements, and place value dRigure2.2 showsa sample of the ontology structure.

1 GitHub - Ebiquity/UnifiedCybersecurish y 1 2f 23@8Y | YATASR [/ @0SNESOdzZNAG& hy
https://github.com/Ebiquity/UnifiedCybersecurityOntology. [Accessed: 30ct2019]
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Figure2.2: SECCO ontology concepts characterizgt@tramari, Cranor, Walls, & McDaniel)

2.2.3 Enhanced Vulnerability Ontology

(Aime & Guasconi, 201@nalysedthe limits in several existing vulnerability models and came up
with an enhanced vulnerability ontology. They focused on the distinction between vuliligramnd
threat as they found in theianalysis that many frameworks confuse these concepts. The proposed
ontology provides an improvement to vulnerability managnt and risk assessment. Some of the
main concepts included in this ontology are VulnerghilThreat, Impact, Asset, and Contrdhe

core model of the proposed ontologanbe seen irFigure2.3.

jmmm - I ;
| threat agent }j————1argels———pf  asset [—
====1---- ; T has
causes targets isa l
Y 1 Z
threat mitigates—E— control asset
: reguirement
S |
exploits mitigates determines
v K mitigates . AV
- has | impact !
vulnerability \ ) ; 1
L. gstimation 1
I
[ 7
causes; determines
causes . e )
|—>: incident  F—has impact determines
attacker domain ——J---I--.-_I
[
explicit has E
concept l----!--'__l PR
T 1 likelyhood p——determines—s R
implicit T o _ ! estimation !
i concept | H admin domain

Figure2.3: Ontology core modglAime & Guasconi, 2010)

In this ontology, they used Threat to represent a fault that activates a dormant error that is

08 xdzZf YSNIOGAfAGURBD CKAA

NBELINBASYyi{iSR
0 KS (A & Guascani, 2010)

error in the intendedbehaviour2 ¥

FOGADL GA2Y
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2.2.4 INSPIRBecurity Ontology

As part of the project INcreasing Security and Protection through Infrastructure REsilience (INSPIRE),

6/ K2NI T3 Y2TA1Z Cft Al Awprked d dnontadogphsdOdixisBng Jugpbrtz  H 1 M s
engine to be used in protection of critical infrastructure. The goal of the ontology proposed for this

project is to provide interdependencies description between vulnerabilities, SCADAs,asse
safeguards, source of attacks, and tisktegorized threatsFigure24 4 K2 64 GKS 2y (2t 2 3 &
concepts and relationships. The diagram shows that Threats can exploit available Vulnerabilities to

expose important Assets. Sgfeards work on reducing those Vulnerai#h in order to protect the
Assets.

Ontology

expose

Vulnerabilities

exploit reduce

.
Figure2.4: INSPIRE securityontologly K2 NI} 1T X Y21 A1 X CfATA126a1A3% .

2.2.5 Alert ontologies

(KrauR & Thomalla, 2016gcognized the importance of quick detection and efficient reaction to

attack. They proposed an ontology to model the security eveaitacks, and vulnerabilitiesy diving

the domain into three sumntologies: the Alert ontology, the Attack ontology and the Vulnerability

ontology. The Alert ontology represents alerts parsed from logs and reports in Intrusion Detection
Message Exchandgermat (IDMEF) format inspired E@uppensBoulahia, Cuppens, Autrel, & Debar,

2009) while the Attack ontology represents the attacks inferred by the reasoning component using
information like attacker andarget. The Vulnerabty ontology represents vulnerabilities and
ASOdzNRGE 3FFLAQ AYTF2NXYIGA2Y Ay O2YLX AIFgue5 gA 0K
shows the Alert part of the ontology. Aflert is defined by having Tag Source, Assessment,
Classification, Analyzer, Creation Time, and Additional Data.

!

Classification

AdditionalData

hasAdditionalData \

hasAssessment
e o
B
—~— >
Target

/I

hasClassification
Assessment

\ hasTarget
2 g

hasCreateTi s Sw&

o
N

G ] [ ]

Figure2.5: Alert ontology(Krauf3 & Thomalla, 2016)
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2.2.6 Ontology for Vulnerability Management

The Ontology for Vulnerability ManagemenDy¥M) focuses on software vulnerability by capturing
relationships between IT products, vulnerabilities, and other relevant concepts. It is based on
multiple vulnerability standards like Common Vulnerabilities d@ngosures GVE and Common
Attack Pattern Enumeration and ClassificatidAPELC This ontology is rich in instances and
relationships(Wang & Guo, OVM: An ontology for vulnerability management, 200%M was
designed for vularability analysis and managent and it can accurately describe patterns for
external threats and internal vulnerabilities. Some on the key concepts defined in OVM are
Vulnerability, IT_Product, Attacker, Attack, Consequence, and Countermeddamg, Guo, &
Camargo, 2010 he conceptual model for OVM can be seen, belowjdgnre2.6.

IT Vendor

7~

Active_Location Introduction_Phase

IT Produet]  rrodueedBs E

Attacker

Countermeasure

Attack

Consequence

Attack_Intent 3 Attack_Mechanism

_________

Figure2.6: OVM conceptual mod€Wang & Guo, 2009)

In OVM, an Attacker can conduct an Attack to exploit a Vulnerability in an IT_Product. To protect the
IT_Product against any Consequences caused by the Attack, Countermeasures can be used to
mitigate the Vulnerability.

2.2.7 OntoSec

The Security Ontology ntoSeg (Martimiano & Moreira, 2005)s based on security incidents
taxonomies and formalized using OWL. OntoSec represents the main security domain concepts into 4
levels. Starting with first/car level that has 13 concepts, each level containsdasses of the
previous one. Main concepts that are provided by OntoSec include: Agent, Asset, Attack, Tool,
Consequence, and Vulnerability. Vulnerability Ontolo@ntéVu) represents the concepts and
relation about the vulnerability domain. Some of the concepts are imported from OntoVul into
OntoSec and they are: Vulnerability, Type, Correction, Range, and Supjgime2.7 shows the

main concepts and relationships defineg the ontology.
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Consequence
[ontosec]

Security Incident
[ontosec]

PreCondition

uses
[ontosec]

Tool
[ontosec]

k\rsexplorsuby
\

\
\

/
Type
/ [ontovul]

-
_ - hasType

~

! > Range
hasRan,

( A 1 /’ : o [ontovul]

ispreconditiontd” ‘\ /
~
hasprecondition

\ relatesto

hasCorrection
Supplier developsCorrection Correction
[ontovul] [ontovul]
hasSupplier |

Figure2.7: Main concept and relation of OntoS@dartimiano & Moreira, 2005)

2.2.8 Vulnerability Ontology of Metro Operation

A more specific vulnerability analysisshbeen conducted byChen, Peng, Zhong, & Luo, 201®)

metro operation systems. They noticed that vulnerability knowledge was defined by various
disciplines and contexts. Therefore, that exist different models describinguwhaiable vulnerability

knowledge which in turn makes it difficult to reuse it. They applied ontology into the vulnerability
analysis to establish a basis for a common knowledge base that enables information sharing. Some of

the key concepts of this ontodly are Vulnerability, Indicator, Control, Impact and Evefigure2.8

shows the conceptual model of the proposed ontology of metro operating system. The figure shows

the internal and external types of vulnerabi#is. The internal vulnerabilities include defects and
Ftlroga Ay (GKS YSIUNR ySUg2N]l Qa G2LRf23ed 2KAES (K

and humans.
Disturbance I Met ro
target——— > Operation
Source T ¢ o
r System

Indicator }dﬁ

has Internal

isAssessedby

|
|
|
cause | |
]
|
|

Rank %

Li sGradeby
Disturbance —F(‘xplnil

leadTo mitigate
External + : +
leadTo »> Event has—#» Impact

Figure2.8: Conceptual model of metro ¢oNJ G A 2 y vukerability®nto@dy (Chen, Peng, Zhong,
& Luo, 2016)

repondTo

Vulnerability |<mitigate Control

2.2.9 Identifying common concepts in the ontologies

Each of the ontologies previously mentioned brings some contribution to the sgdmerrity domain,
but manyof them have concepts in common, even if under slightly different nomenclatures. To
overcome hese differencesthe concepts and their descriptions were examinad aggregatedThe
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graph inFigure2.9 displays the most popular coapts found in the examined ontologidsere, only
concepts that appeared in at least two of the ontologies are displayet&mtability.

Most Common Concepts in CyHgeecurity
Ontologies

Vulnerability
Attack
Threat

COoNsSequUENCE

ASSEt I—

Attacker
N
I

Impact

Indicator
Control m———————
Countermeasure mE——
Assessment mE——————

0 1 2 3 4 5 6 7 8

Figure2.9: Most common concepts iaybersecurityontologies

Vulrerability is the most popular concept, being described ibal one of the ontologiegthe Alert
ontology). Attack is the second maost popular one, although the properties and relationships it allows
for vary substantially according to the ontology in gtien. Next, we find Threat, Consequence,
Asset and Attackef=rom here follows that any ontology to be chosen for application in the SATIE
scenarios, or any one to be developed, should feature these concepts after some fashion and
according to necessityor example, while the concepts of Threat and Attack are very popular, they
are not the main focus of any of the t@ah SATIE, as will be described in further sectibne.choice

and application of the concepts will ultimately always rely on the effeatieeds of the tools in use

2.3 Airport ontologies
2.3.1 Situation Awareness Ontology

Situation Awareness Ontology (SAQ) is a specialized ontology designed using OWL to be the core of a
framework to manage and reason about events, situations and actions that ifsingituation
awareness in airport§Tamea, Cusmai, Palo, Priscoli, & Cimmino, 2014¢ main class in this
ontology is Event which has two sulasses: Lovevel Event and Highevel Event. Lodevel Events

refer to the Bvents triggered by sensors and can be used by other systems to generate other
complicated higHevel events. Some of the main relations provided within this ontology are
relatedEventswhich linkEvents together, andelatesWith which linksBvents with otherobjects like

luggage. Another important class is Situation, which represents airport situations during-a pre
defined time interval and can be linked events.

2.3.2 ATMONTO

The Air Traffic Management (ATM) Ontology (ATMONTO) is provided by National Aeronautics and
Space Administration (NASA). ATMONTO was released in 2018 and it describes classes, properties,
and relationships related to air traffic management general domain. The main entities represented

by this ontology include flights, aircraft and manufacturasport and infrastructure, airlines, US
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National Airspace System (NAS) facilities, Air Traffic Management Initiatives (TMIs), surface weather
conditions and forecasts, airspace components, and departure/arrival routes. NASA provides three
interrelated onblogies depending on the level of details that might be required. The ontology is
publicly available on the corresponding webgiteller, 2018)

Table2.1 maps the available features in each layer AFMONTO, whiléigure2.10 depicts the
ontology graph for ATMONO equipmeratsdescribed through a Resource Description Framework
(RDFfile.

F. Subsaquence | | @ ‘Aircraft Type' ] | ® ‘Engine Type® |
/ @ Aviationindustr ® 'Bal bearing'
— yManufacturar
h '@ Mumaric
= Paramater’ ;
— @ “mircratt / @ Elactrical pawar
A modal gsten
| @ “unit assambly ”
e ;
@ “Aircraft Waka @ ‘Engineared — e
Catagory’ A =y stam ’/
“Ai ® ‘aircraft
® AicraftEngineM \ a vk
anufacturar w. "Saquancad ___7/_,..:-' —
itam’ @ 'Decomposabla \""-\.
@ Time intarvar systen l A
! -. |
¥ -

@ ‘Aireralt Waight
Class’ _‘
'@ Lacation I -

@ awlThing

-

/
/
\
J/ Y
|/

. y
A \ ® ‘Aircraft
_— \ | navigafion syst...
= ® Navigatian ® ‘Aicraft

Figure2.10: Ontographof the Equipmensubdomair2 ¥ b! (MORT®D ! ¢

Table2.1: Layers of ATMONTO and their features
Ontology layer ATMONTO ATMONTO ATMONTO

Core Plus

Yes Yes Yes

Additional instances No No Yes

ATMONTO has been organized into several RDF files that can be imported to any Ontology
Development Environment (ODE).

2.3.3 1SQ NOTAMSs Project Ontology

The Intelligent Semantic Queryof Notices to Airman I8Q NOTANMNSs project included the
development of an OWL ontology to be used in NOTAMs content representdticupports
retrieval and reasoning on those NOTAMs includargong othersrunways, taxiways, and ground
and air communicabns. This ontology was based on a US/EU commission sta(Bialodow, 2006)
that combines Defese Advanced Research Projects AgemyRPAAgent Markup Language with
Ontology Integration LayerDAML+OIL In this ontology, cagbilities of higHevel NOTAMs are
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represented includng aviation specific environment, temporal and spatial knowledge and aviation
requirements.

This ontology contains 502 concepts, and the author provided a full list of concehtsrieferenced
document. Figure2.11 shows a sample of the listed concepts.

Alphabetical list of OWL Concepts used by the ISQ NOTAMs System
ATSReportingOffice Airport

ATSRoute AirspaceEntryPermission
ATSRouteActivation AirspaceOrganization
ATSRouteClosed AirspaceOrganizationStatus
ATSRouteStatusReport AirspaceReservation

ATZStatus AirspaceReservationActivationReport
LATZStatusReport AirspaceReservationHead
AUSIdentifier AirspaceReservationPhrase
Activated AirspaceReservationStatus
Lhetive AlongBoundary

RerialDisplay AltitudeMinimum
MerialDisplayStatusReport AltitudeReservation
herialObstacle AltitudeReservationStatusReport
MerialObstacleStatusReport Antenna

DMerobatics AntennaStructureRegistration

Figure2.11: ISQ NOTAM ontology concepts samp{Bobrow, 2006)

2.3.4 Aviation Scenario Definition Lagjuage

On the other hand(Jafer, Chhaya, Durak, & Gerlach, 20d®@ated an ontology as a first step

towards developing Aviation Scenario Definition Language (ASDL). This ontology has two different
parts, one describes the phy Ol f Y2RSf FyR TFfAIKGAQ 2LISNIGAZ2YZ
important control towerg pilots communications. The main base hlghel concepts of this ontology

are: Air_Traffic_Control, Aircraft, Airport, and Weather.

Figure2.12a K2 g a G KS | & Ndakhy¥oi the@peposes ddivlqyy

v @ Aircraft
v Flight_Properties
Airspeed
Approach_Category
v Controls
Pitch
Pitch_Rate
Roll
Roll_Rate
Turn_Rate
Flight_Rules
Fuel_Remaining
Ground_Speed
Y Location
Altitude
Latitude
Longitude
v Time
Actual_Calculated_Landing_Time
Arrival_Time
Departure_Time
v Physical_Properties
Aircraft_Type
Call_Sign
Weight_Class
Pilot

Figure2.12: Aircraft concept in ASDL ontolo@lafer, Chhaya, Durak, & Gerlach, 2016)

2.3.5 Identifying common concepts in the ontologies

A comparative analysis of the presented ontologies is complicated to perform. These ontologies
describe the aircraft domain, albeit under different lenses and for different purpdaésle SAO
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describes events thacan occur in airports, ATMONTO is focused on describing the components and
systems that comprise aircraft€n the other hand, ISQ NOTAM is concerned Witlations routes

and communication channels within an airpdetnally, the ASDL aims to describe actual activities

of flight and current positions of aircraft while movinQomparing these ontologies is therefore a
FNHAGE Saa GFalz FyR G§KSAN | Llslox Gowever thelf thay$tdl G K S
have some applicability in tersnof describing existing assets, particularly ATMQNAZIt can

describe not only aircraft but also other airport infrastructure.

L
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3 Data Exchanges

Before moving on to the development of the ontology or #&dection of existing ontologies to work
with, a gaeral overview of the communications within the SATIE ecosystem was in dfdsrwill
allow to understand who communicates with whom and what information they expect to send and
receive from other systemshis information can be used as a starting pamnestabli$ the most
important concepts and how these relate to each other.

CKA& LINRPOSaa o0S3ly o0& ljdzZSNEAY3I (GKS {!¢L9 LI NIyS
outputs. It is important to note that the messages described below are the regultfirst attempt to

RSTAYS (GKS aeadsSyQa O2YYdzyAOFrGA2ya YR NBALRYAAD
structure. It is, however, interesting to present and analyse them as a starting point for the
structuring of the SATIE domain tlugh means of an ontology.

The SATIE communications ontology will be made publicly available and its development has been
done with Preégé ¢ a popular opersource ontology development to@ and describedusing the
Web Ontology Languad®WL format.

3.1 SATIErchitecture

TheRSTFAYAGAZ2Y 2F LI2aadaArofS 02YYdzyAOFlAz2ya 6AGKAY
proposed architecture, which can be seerrigure3.1.
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Figure3.1: SATIErchitectureelements and their communications
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Detection systems in the lower layers of the architecture gather their data through sensors or
existing tools, whichfor the purposes of this documentan be categorized as external systems.
Becausethese tools are already in placand using existing communication channeksny
communications provided to or from these cannot be modified and therefore are out of the scope of
this document. Similarly, on the upper layers of the architecture, outgoimgnoanications (to the
passengers border contro] maintenance, firefighter and recrosscentre§ must follow already
existing protocols anthus also categorized as communications to external systems.

3.2 SATIEBystems

The second step was the analysis of theected inputs and outputs of the remaining systems,
which would help further establishing their roles and necessities within the architecture, as well as
what they expect to receive and supply to each other. As sudogeationnairehas been sent to all
partners for them to describe their tools and each of their expected inputs and outputs. This
entailed, for each system, defining teenders andecipients of each message, the different possible
messages and a textual description that should be as detaitepossible, including suggestions of
existing formats that should be considered. The resaftthe questionnaireare described in the
remainder of this chapter.

3.2.1 TraMICS Traffic Management Intrusion and Compliance System

TraMICSntendsto detect secuity incidents in Air Traffic Control domain, especially at the controller
workingposition. TraMICS includes four kinosdetectors: urauthorized speakers in the controller

pilot voice communication, stress detection within the voice, 4tonformance of aircraft
movements and a conflict detection. Each single detector deliversinitin§s to the TraMICS
Indications Correlation Module which calculates a correlated security indicatéor each single
working positionTraMICS is used fofosupporte.g. hunan operators in decision making, also the
single detectionshemselves will be seli @ ¢ N} aL/ { ® ¢KA& YSlIyas -SIOK &
messagemay bed dzLJLJX SYSY G SR o6& | 4a/-2YFIINDE IRESRHSONIA & 2 R
Y2YAU2NRYEA IRFSE I AYRE2NI a{ LISI YSMIa® ISR F VRIkBANZ v { K NEBI:
R S { knfedsa@gélf, after a specific period (duration still to be defined), the alert is still valid, new
messages will be st ¢ K S -miedsdgé rdghitbe taken to evaluatdiaMICS is up and running.

3.2.2 SecuredAir Traffic ManagemenBervices

Figure32LINRE SA RS& |y 2 3SNIIA S 6 A Waffid Mabagemert (ATMD) & SBIA 0 § 5O dz
component, its context and interfaces. TlsecuredATM Services receive their input data from

external systems and provide their servicer date to service consumers, such as the AODB or the ATC
HMI. During service provision, ATM services provide logging information to the Correlation Engine
located in theSecurity Operations Centre. At the same tirBecurel ATM Services accept cyber

security management commands (from Incident Managemieoita) to switch between states of

operation.

L
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Figure3.2: Interfaces & Secured ATM Services

3.2.3 CyberThreat Detection Systems onBusinessProcesses

The Cyber Threat Detection Systemesnitor network communicationg order to identify potential
threats to the system. This module is comprised by four systems, which are exllaidetail below.
These systems are

x ComSEC: SecuteCommunicationswhich verifies the integrity of exchanges;

x BRIDS: BusinesBrocesdased Intrusion Detection Syste which uses sensors to monitor
the status of different processes;

X BIA: Business Impaéssessmentwhich simulates the propagation of threats and affected
assets from a business perspective and

x ALCAD:Application Layer Cyber Attack Detection, which monitors Netflow information
received from the Secured ATM Services

L
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