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SATIEscenarios

Scenario |#1 #2 #3 #4 #5
Systems | Flight Access control Airport Baggage Air traffic
attacked | Information (AC) system Operation Data handling system | management
Display System Base (AODB), (BHS) (ATM)
(FIDS), Public Information and
Announcement electrical system
(PA) system
Effect Confusion, Unauthorized Communication | Manipulated Ground
evacuation, access to interruption, baggage movement
possible physical | secured areas, false destination conflicts
attack possible physical | information,
black out

attack
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airport -1821373869
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Section of the SATIE toolkit

Airport Threat
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& Detection
Systems
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Security Operations Center
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Impact Propagation Simulation (IPS)
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Hybrid model : Agent -Based Model (ABM) °
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Hybrid model : Network model

L= SATIE - Airport Network Inspector 0.3
File

(¢ Scenarios
" Systems

" ABM

Enter node #

29 Go |

-Legend-
Scenario 1

Scenario 5

Node name:

|[FIDS - 500 monitors

System:

;FIDS: Flight Information Display System

Scenario:

1

\______________________________________________________|
Incoming edges (influencing the node):

lency redundancy

|20:FIDS - Application servers
|22:FIDS MAN network --> used for storage resili

|27:FIDS - internal firewall infrastructure

lna . mrre TAN e mdmcem et

Outgoing edges (influenced by the node):

|44:Passengers

Iay .y L PP

;'lS:FIDS - Windows embedded controller
|19:FIDS - Database server (redundant)
|20: FIDS - Application servers

Network
model

1) Select node

2) Get name
and system

3) Get
scenario and
potential
interface to
ABM

4) Get details
about
connected
nodes

Seite 6 Corinna Koépke, PhD
© Fraunhofer EMI

——

\

~ Fraunhofer

EMI



Simulation: test casebscenario 1

- Physical Access Control System

- Flight Information Display System RS
: 0 Passengers
Public Announcement System
Other
Employees
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Simulation: test case
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Simulation: test case

Work station (PA)
- Initial attack

Impacted assets
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- Connection to ABM
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Simulation: test case
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